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1 BiConnector

1.1 System description/overview IDA

Installation Integra / IDA Overview

— Q=

1.1.1 General Description BlIConnector

The BIConnector is a component used exclusively for communication between Integra and IDA Server,
hence is utilized only if IDA Server is going to be used. Installation of BIConnector is done by Integra
Setup so no additional installation is required.

BlServer

1.1.2 General description External Client

External Client handles all external systems that should be added into that IDA Server. You can have
several External Clients which are connected to separate BIConnector services. Each External Client

then handles external systems configured in IDA config file.
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IDA Test X

e [ IDATest
Subtype: None v
Status: ‘ online

BI Connector Registration: IDA Test 01

Objects | Contral | Events | Setting | Associated abjects | Description | List of References

B[ used
- [& 0;Control unit 0 (EBLConnect)
[ BRAVIDA-CLD-28 (MilestoneConnect)
@[] Urused
@[ Conflict
@[] Removed

Integra - Settings

3 T W

[#-5gh Email Handling
) Registration
% Data Client Registration Name Service Status

Elgy Alarm Service Registration DA Test 01 R
& ™ 1 Connector Registration
/2] Debugging
- Template for Door Environment

1.1.3 General description External System

Each Plug In in IDA is represented by an External System object in Integra. You can have several
External systems created, also as same type. External Systems can belong to different External Clients.
It handles all communication to External Systems underlying supported objects.

EC DA Test [=[=][=]
(Mg ‘ DA Test
Subtype: Mone ~
S [orine |

BI Connector Registration: IDA Test 01

Objects |Comml | Eventsl Setting I Associated objects | Description | List of References

= Used
Rl 0;Control unit 0 (EBLConnect)
=-[3] 1Zone 001
@& 1;001-01
@ 2;001-02
@ 3;001-03
@ 4;001-04
- [% BRAVIDA-CLD-28 (MilestoneConnect)
1 Linused

% EBL Connect E]@

Narme: | EBL Connect ‘
Subtype: None ~

Status: [ online - Normal ‘
Service: | EC IDA Test ‘
External System: | 0;Contral unit 0 {EBLConnact) Get Configuration

Objects |Comm\| Events | Actions | Groups | Setting | Associated objects | Description | List of References

ER

=-[0] 1zone 001
& 1;001-01
& 2;001-02
@ 3;001-03
@ 400104

[ unused

[ Confiict

[ removed

E-F-F
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1.2 System Requirements

The following requirements must be fulfilled:
e Integra version: Same Integra version as BIConnector
¢ Client OS: Microsoft Win1o or later
e Server OS: Windows Server 2016 or later
e SQL Server version: SQL 2017 Server or later

e Net Framework 4.8 or later

1.3 Installation & Configuration BlIConnector

For installation and configuration of BIConnector please read User Manual Installation Integra
Software chapter, Installation BIConnector
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2 IDA Server

2.1 General Description

IDA server is a service that acts as a manager for plug-ins such as Artifex, Easy Connect, Check-In and
integration with other 3:rd party services. It provides a Configuration GUI for all available Plug-Ins. It
supports message encryption and configuration file is encrypted.

2.2 System Requirements

IDA Server requires BIConnector and it needs to have admin rights on server where it is installed. IDA
Server have its own database. IDA server require a service account to be allowed to create database on

SQL Server and to be its database owner. For setting up IDA Server database you need an SQL account
with rights to create database.

The following requirements has to be fulfilled:
e IDA version is depended on Integra version. Please use IDA from same Setup as Integra
e Database on same SQL Server as Integra database is running
e BIConnector installed
¢ (Client OS: Microsoft Win1o or later
e Server OS: Windows Server 2016 or later

e SQL Server versions: MSSQL 2017 or later. It is always recommended to install the
latest SP of MSSQL Server.

e  Microsoft .NET Framework 4.8 or later
For Artifex plugin:
e Desktop Browser: Chrome (latest release), Safari or Firefox

e Mobile Browsers: Android and I0S

2.3 Installation & Configuration IDA Server

For installation and configuration of IDA Server please read User Manual Installation Integra
Software chapter, Installation IDA Server

1-986-4115-GB, 2023-05-05 Data Service Page: 8/42
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3  IDA Server Plug Ins
3.1 Plug In; Easy Connect 2

3.1.1 Easy Connect 2 General Description

Easy Connect 2 is a web interface plug-in to IDA, the main purpose for the interface is to enable 34
party systems to communicate with Integra and exchange data.

Easy Connect 2 communicate with 314 party systems using SOAP (Service Oriented Architecture
Protocol) protocol. Easy Connect fulfill requirement for SOAP version 1.2 and the WSDL (Web
Services Description Language) is compatible with WSDL version 2. There is possible to generate a
WSDL file from the browser which you also can use to create a describing document in html format by
using a 314 party SOAP client (e.g. SOAPUI by Smartbear), the htinl document will describe all
supported methods.

There are two different license options, Basic and Advanced. All functions will be performed
regardless of license, but any attempt to call a function which is not supported by license will return an
€error.

Please read User Manual Easy Connect 2 Description for more information

IDA

Bl
Connector

Integra
Server

Easy Connect
Web service

Database
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3.1.2 Easy Connect 2 System Requirements

e BIConnector installed

e Client OS: Microsoft Win1o or later

e Server OS: Windows Server 2016 or later

3.1.3 Easy Connect 2 Installation and Configuration

To be able to get Easy Connect up and running you need to do some configuration. All configurations

are done from a graphical user interface named Ida.Server.Config.exe.

See chapter Configuration IDA Server to open configuration tool.

To configure Easy Connect go to tab IEC2

| IdaServer | IEC2 | Bosch | Artifex | Panasonic | Checkin |

Pluginld
Is enabled

Plugin address
DefaultFolderName

IntegraUsersMapping

32935685-bcd5-4eda-9892-0fc 14365192

O

http://localhost:9000/1EC

lEC2

SessionToken
d26aa18a-2053-4454-b30f-7a6375¢11127

IntegraUser

cbd1a5d8-blef-4536-3273-89488d5841a2

9a7c15e5-b2b5-4c50-9ea4-650392d6f30

7a796ab-bbca-4baf-0d7d-965{86a486a4

£d8a93d2-e06e-417a-a1b1-0f0f1939e18f

92bd8cde-Teef-4679-342d-56b45edbbb2a

e5daddd-b2fe-4dd5-bd0c-d7agac7Iebcl

41d02e32-0b7h-4d74-9920-53c43d0abeTc

3adObb1d-89a8-4fef-9764-35321b391927

86068669-b209-4c23-ad3c-f28527c32844

0
0
0
0
0
0
0
[t
a
0

e Is enabled — Checked if it should be enabled

¢ Plugin address — Easy Connect Listening address and port for 3:rd party system

¢ DefaultFolderName - Default Folder within Integra for import of objects if Folder is
not specified within methods. Value should be unique folder name. If value starts with

\\ it is treated as a folder path

e IntegraUserMapping:

Save — After configuration is complete press Save and restart IDA Server

SessionToken — A token that must be entered when data are sent to Easy
Connect. This Token represents an Integra User, see Integra User

IntegraUser — Database ID of Integra User with proper access rights

1-986-4115-GB, 2023-05-05
©SystemHouse Solution AB

Data Service

Page: 10/42



o SystemHouse Solutions

3.1.4 Easy Connect 2 Advanced

3.1.4.1 General Description

For Advanced license you will have access to 126 different methods. For more detailed description you
must create a document from the WSDL file.

3.1.5 Easy Connect 2 Basic

3.1.5.1 General Description

For Basic license you will have access to 23 different methods. For more detailed description you must
create a document from the WSDL file.

3.1.6 Generate WSDL file

3.1.6.1  General Description
There is possible to generate a WSDL file from the browser which you also can use to create a
describing document in html format by using a 314 party SOAP client (e.g. SOAPUI by Smartbear), the
html document will describe all supported methods.

First you need to open IDA Server settings configurator GUI to be able to get the endpoint address
(IECz2 service address) as shown below. The IDA Server settings configurator is located here
C:\Program Files (x86)\Integra\IDA\ Ida.Server.Config.exe (Run as Administrator)

IdaServer | |EC2 | Bosch | Traka | AutronicaConnect | EBLConnect | Artifex | MilestoneConnect | IECAlarm | Checkin

Pluginld aa935685-bed5-deda-9892-0fc 14365192

Is enabled

IEC2 service address http://localhost:3000/1EC

DefaultFolderName IEC2

IntegralsersMapping SessionToken Integralser

30a6611f-df61-419f-0f08-dd 1d48a16db9 | 347
Oecad7a7l-e0f5-deab-ada?-0dcOcladbbib |0
63ff7f36-67f0-4d3e-a74b-79626b7a0%e |0
ed1ff018-2f87-469¢-8c73-af82058706c2 |0
3e93420-0794-4a8b-aB3d-d3ec365c0372 0
0319baa7-0231-40fe-ale5-7adabfc0886c |0
0
0
0
0

2bc13eda-9dff-4808-9791-a45dd632db92
8ddad762-5092-449b-80b0-8471260f0ef2
b0d0b9c4-9725-4fd6-8bd9-cBBadedTeTab
3a492463-53d8-493d-8bb0-d 7610454 c4a
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3.1.6.2 Generate the WSDL file from the browser

Copy the endpoint (IEC2 service address) into your browser address bar as shown below.

@ EasyConnect
“ C @ localhost:9000/1EC

EasyConnectService Service

You have created a service.

To test this service, you will need to create a client and use it to call the service. You can do this using the svcutil.exe tool from the command line with the following syntax:

sycutil.exe hrtp://localhoat:9000/IEC?wad

You can also sccess the service description as 8 single file:

peew://lasalhast: 0000/ IEC ainalalad]

This will generate a configuration file and a code file that contains the client class. Add the two files to your client application and use the generated client class to call the Service. For example:

c#

class Teat

{
static void Main()
{
EasyConnectClient client = new EasyConnectClient():
/{ Use the 'client' variable to call cperacions on the service.
// Always close the client.
elient.Close()
H
1
Visual Basic
Class Test
Shared Sub Main()
Dim client As EasyConnectClient = New EasyConnectClient()
' Use the ‘client' variable to call operations on the service.
' Always close the client.
client.Close()
End Sub
End Class

From the page above you can directly download a single WSDL file by right clicking on the link and
save the file as a xml file.

3.1.6.3 Generate SOAP project

To generate SOAP project can one way be to start the SOAPUI application (download
https://www.soapui.org/ ) and then create a new SOAP project from the File menu as shown below.

@) soapUl 5.7.0
File = Project Suite Case Step Tools Desktop Help

Create Empty Project El—l T o
Pty . : ) . ¢ 'g | Endpoint Explorer
Mew SOAP Project Ctri-N e All Forum Trial Preferences Proxy

New REST Project | Creates a new WSDL/S0AP based Web Service Project in this worksp.acel
Impaort Project Ctrl-l
Impaort Packed Project
1-986-4115-GB, 2023-05-05 Data Service Page: 12/42

©SystemHouse Solution AB



o SystemHouse Solutions

Paste the address (Could be a domain address) from your browser into the “Initial WSDL” field as
shown below and click OK.

EasyConnectService Service

You have created a service.

To test this service, you will need to create a client and use it to call the service. You can do this using the sveutil.exe tool from the command line with the following syntax:

svcutil.exe htto://localhost: 9000/ IECowadl

You can also access the service description as a single file:

nLTe://losalhase: 0000/ IECainal afladl

New SOAP Project _ﬁ
Creates a WSDL/SOAP based Project in this workspace

Project Name: |EasyConnect2 |

Initial WSDL: | http://localhost:900D/IECsingleWsd | [ Browse...|

Create Requests: || Create sample requests for all operations?
Create TestSuite: [ | Creates a TestSuite for the imported WSDL

Relative Paths: [ ] Stores all file paths in project relatively to project file (requires save)

Now you will be able to create test request’s from the SOAPULI.

@ SoapUI5.7.0

File Project Suite Case Step Tools Desktop Help

E B B X g D

- # = ‘ Endpoint Explorer ‘
Empty SOAP REST  Import Save All Forum Trial Preferences Proxy

Projects
- EC
= EasyConnect2
B2 EC
- AttachAccessZonesListToCardholder
2 AttachAccessZoneToCardholder
 AttachAlarmAreaRightsListToCardholder
= AttachAlarmAreaRightToCardholder
- AttachCardsListToCardholder
< AttachCardToCardholder
- AttachPersonalZoneConditionsListToCardholder
- AttachPersonalZoneConditionToCardholder
- BlockAlICardholderCards
2 ChangeCardPIN
-2 ChangeCardStatus
-4 CheckCardholderAccessToCardReader
- CreateAccessZone
= CreateActiveCard
= CreateCard
> CreateCardholder

g
=
H
=
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3.1.6.4 Generate a WSDL and HTML file from SOAPUI

To generate a HTML file you can right click on the IEC item and select Generate Documentation as
shown below.

@) SoaplI 5.7.0
File Project Suite Case Step Tools Desktop Help

= = + i = n=
B - H u Q \33 | Endpoint Explorer ‘
Empty SOAP REST Import Save All Forum Trial Preferences Proxy

Projects
- EC

g
2
=
=
£
=4

& . EasyConnect2
2= IEQ
- Show Interface Viewer Enter
@ Add JMS endpoint
[ Generate Code >
.. Check WSl Compliance Crl+AR-W
(238 Launch TcpMon
e Generate TestSuite
[ Generate SOAP Mock Service
o Generate Documentation
G
.4 & Updste Definition s
-] G+ Export Definition cup
-
. Clone Interface F3
[t Remove Delete

To generate a WSDL file you can right click on the TEC item and select Export Definition as shown
below.

(@) SoapUl 5.7.0
File Project Suite Case Step Tools Desktop Help

M v gl
B BB X g D @ & 9 gy |

Empty  SOAP REST  Import  Save All Forum Trial Preferences Proxy

5=

Projects

& = MEC

E!. EasyConnect2
B3 IEG
A Show Interface Viewer Enter
& g Add JMS endpoint
B Generate Code »
i
B Check WSl Compliance Crrie+ Alt-W
- Launch TepMon
-
e Generate TestSuite
B4 Generate SOAP Mock Service
- Generate Documentaticn
[
B Update Definition F5
B oot |
e
[N Clone Interface o
B A Remove Delete
1-986-4115-GB, 2023-05-05 Data Service Page: 14/42

©SystemHouse Solution AB



o SystemHouse Solutions

3.12 Using HTTPS with IDA plugins

In order to guarantee proper security when using IDA plugins that utilize HTTP protocol (Artifex,
EasyConnect2/IEC2, IECAlarm), all data transferred between the plugin and web browser/api client
should be encrypted. This can be achieved by configuring the plugins to utilize HTTPS endpoints.

3.12.1 Prerequisits

Necessary prerequisite in order to achieve encrypted communication is ownership of SSL certificate.
The certificate can be obtained by various ways e.g. create self-signed certificate using command line

tools, request certificate via Microsoft Management Console or obtain it from certification

authorities (for money, free one can be obtained from Let's Encrypt). We suppose the user who
configures HTTPS already has such certificate and it is correctly registered in Windows.

3.12.2 IDA configuration for Artifex

=

Start IDA configuration tool and open Artifex tab

2. Change endpoint address to start with https instead

of http (e.g. https://+:8090, https://artifex:8090 or Error! Hyperlink reference not
valid.

3.12.3 IDA configuration for IECAlarm

=

Start IDA configuration tool and open IECAlarm tab

2. Change endpoint address to start with https instead

of http (e.g. https://+:8070, https://iecalarm:8070 or Error! Hyperlink reference not
valid.iecalarm.mydomain.com)

3.12.4 IDA configuration for EasyConnect2

1. Start IDA configuration tool and open IEC2 tab
Change plugin address to start with https instead of http (e.g. https://localhost:9o00/IEC)
3. Open Ida.server.exe.config file in any text editor and change this:

N

For Ida Version 2.1.0-2.5.0
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For Ida version 2.5.0 ->

Default (Http):

neme-posaa’ contract Integeaposch

: hame— 180" GomEract-Bruvids. Integra. IBG. CoNCESCta. IBesyCOnuEET! A

T

IECSecureBehavior (Https):
Remove this line as shown in the picture
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3.12.5 IDA machine configuration

Certificates are strongly tied with an operating system, therefore it is necessary to link the registered
certificate with the IDA application itself - specifically to link application TCP port with the certificate.

1. Find the certificate using Microsoft Management Console Certificates snap-in and search for
certificate thumbprint

-
@ File Action View Favorits Window Help a8 x
L ANl X3 HmE
1 Console Root Issued To - Issued By Expiration Date  Intended Purposes  Friendly Name Status  Certi | Actions
v ("‘p‘"‘i‘““l‘““‘“’”““‘E” 2flocalhost localhost 24.3.2022 Server Authenticati... IS Express Develop... Certificates A
"7 cantintes More Acons N
Trusted Root Certification Authorities o Certificate X localhost -
9 Enterprise Trust
Intermediate Certification Authorities General Details Certification Path More Actions »
Trusted Publishers
_ Untrusted Certificates Show: | <Al> v
Third-Party Root Certification Authorities "
7 Trusted People Field value A
Client Authentication lssuers Jpublic key RSA (2048 Bits)
Preview Build Roots _|publc key parameters 0500
AAD Token lssuer GilKey Usage Digital Signature, Key Encipher...
Homegroup Machine Certificates {3 ]Enhanced Key Usage Server Authentication (1.3.6..
| Remote Desktop =] Thumbgrint algorithm shal
Certificate Enrollment Requests B rhumbprint  fc93%5c5902ca334182... |
Smart Card Trusted Roots |- Friendly name 115 Express Development Cert...
Trusted Devices =
: wii;:f::ge R [[fc525b5c50 02 ca 33416220 510 151 424867 153 |
Edit Properties... Copy to File...
Personal store contains 1 certificate.
2. Copy certificate thumbprint to any text editor such as Notepad and remove spaces (in this case
it will be fco39b5c5902ca334182205fa41¢51424967ef53).
3. Register certificate using netsh http add sslcert command
Example:
For Artifex running on port 8090 and the certificate above, the command would be netsh http add
sslcert ipport=0.0.0.0:8090 certhash=fc939bs5c5902ca334182205fa41c51424967¢f53
appid={00000000-0000-0000-0000-000000000000}
For EasyConnect2 running on port 9000 and the certificate above, the command would be netsh
http add sslcert ipport=0.0.0.0:9000
certhash=fc939b5c5902ca334182205fa41c51424967¢f53 appid={00000000-0000-
0000-0000-000000000000}
Info:
The appid parameter is informational only and accepts any GUID value. It is useful for administration
of certificates, so the administrator can find easily which application has registered give port and
certificate.
4. Start IDA and open Artifex or EasyConnect2 using new URL with https at the beginning.
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Example addresses for settings above
Artifex - https://localhost:8090

EasyConnect2 - https://localhost:9000/IEC?singleWsdl (shows WDSL schema)

3.12.6 IDA using Web proxy

It is also possible to configure a web proxy for encrypted communication with IDA plugins using third
party tools as NGINX or others.

Please contact support@systemhousesolutions.com for more information regarding this.
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